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DISCLAIMER

This General Data Protection Regulation whitepaper document is intended to assist organizations with assessing their 

GDPR compliance progress and is offered solely for general public information purposes . Any results, assessment 

scoring, or recommendations produced by this GDPR document or by subsequent conversations, should not be 

solely relied upon to determine how GDPR applies to an organization or to an organization’s compliance with 

GDPR . Furthermore, none of these materials constitute legal advice, certifications, or guarantees regarding GDPR 

compliance . Instead, we hope this material helps raise awareness regarding steps that organizations can take to 

address their GDPR compliance requirements . The application of GDPR is highly fact-specific . Catapult encourages all 

organizations using this document, and any guidance obtained from it, to work with a legally qualified professional to 

discuss GDPR, how it applies specifically to their organization, and how best to ensure compliance .

NEITHER CATAPULT SYSTEMS LLC NOR THE AUTHOR MAKE WARRANTIES — EXPRESS, IMPLIED, OR STATUTORY — AS TO THE 

INFORMATION IN THIS GDPR MATERIAL . 

IMPORTANT: It is the sole responsibility of the recipient and their Legal and Compliance teams to certify their own 

GDPR compliance .
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A BRIEF HISTORY ON GDPR

Directive 95/46/EC

Before GDPR, the European Union (EU)’s data protection program was defined within the Directive 95/46/
EC, which each participating Member State had to interpret and translate into its own set of national laws . 
Varying interpretations resulted in dissimilar data protection compliance requirements across the EU . Even 
though the laws of Member States are very similar, each authority interpreted and enforced those laws 
differently . Additionally, since the Directive was drafted in the mid-1990s, it has undergone multiple rounds of 
unsuccessful retrofitting in attempt to adopt it to our modern, connected era .

Now enter: The EU General Data Protection Regulation (GDPR)

To address the difficulties arising under the Directive, the EU created a new data protection program called 
the General Data Protection Regulation, or GDPR . GDPR takes a technology-neutral approach to regulation so 
it can stay relevant regardless of technological and societal changes . It was also designed to harmonize data 
protection law across the EU by removing the need for individual nation implementation . However, as shown 
in National Law Issues (pg . 21), there are areas that remain unharmonized . Here, compliance requirements 
continue to vary from one EU Member State to the other . 

GDPR Today

GDPR was entered into law in April 2016, but since ensuring compliance requires significant planning and time, 
organizations have had a two-year window to ensure data processing activities meet GDPR requirements . That 
grace period is almost up, with official enforcement beginning May 25, 2018 (the GDPR Effective Date) . Until 
then, the laws for implementing Directive 95/46/EC in each Member State will continue to apply .

THIS WHITEPAPER: WHAT & WHY?

Identifying the Issues

EU data protection law affects all organizations in — and many outside of — the EU . Because GDPR covers a 
broad range of topics spanning virtually all sectors, every organization should understand the regulation’s 
various components . 

This whitepaper intends to help compliance and security professionals, as well as business leaders, quickly 
determine how GDPR will impact their organizations and how to comply . Each section provides specific insight 
on a core GDPR topic: why it matters from a business perspective, how to best prepare, plus comments and 
examples . The Acronyms and Terminology section (pg . 24) provides definitions for further clarification .
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GDPR AT A GLANCE

Potential Business Impacts

Many underlying principles of the Directive and GDPR are basically the same . However, GDPR places significant 
emphasis on increased harmony regarding the law across the EU . This approach was designed to create a 
uniform flow and handling of personal data and to reduce the administrative burden on organizations who 
face inconsistencies in their data protection compliance obligations from one Member State to another .

Here is an overview of how the changes in data processing laws under GDPR will likely impact organizations . 

Cross-border data transfers

GDPR ensures greater consistency regarding 
Binding Corporate Rules (BCRs) in all Member 
States and recognizes several other data transfer 
mechanisms (e.g., adherence to a written and 
approved Code of Conduct). 

  Positive impact

The one-stop shop

Organizations having established locations in 
multiple Member States may benefit from having 
a single lead DPA. In most cases under GDPR, they 
need only interact with its lead DPA on regulatory 
issues and can avoid relations with multiple DPAs 
across the EU. 

  Positive impact

Increased harmonization

Under GDPR, organizations will experience 
consistent compliance requirements across the 
EU, but they should remember that sovereign 
national variations exist in some areas (e.g., 
national security, employment law, and freedom 
of speech).

  Positive impact

In with the new

GDPR integrates the Directive’s existing principles 
into its new body of rules. Most concepts that 
organizations are familiar with will still apply.

  Neutral impact

Rights of data subjects

GDPR improves the rights of Data Subjects such 
as “the right to object,” and new rights have 
been created, including “data portability rights.” 
These will complicate an organization’s lawful 
processing of personal data.

  Neutral impact

Appointing a DPO

Most organizations that systematically monitor 
data subjects or process Sensitive Personal Data 
regularly must appoint a Data Protection Officer 
(DPO). 

  Neutral impact
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Transitional provisions

GDPR was published in April 2016, but 
enforcement starts May 25, 2018. The Directive, 
and all laws that implement the Directive in 
Member States, remain in effect until May 25, 2018. 

  Neutral impact

Territorial applicability

GDPR applies to non-EU organizations if they 
offer products or services or monitor behavior of 
EU residents. Many organizations not subject to 
existing EU data protection law will be subject to 
GDPR, including online businesses.

 Negative impact

72-hour data breach notification

GDPR requires businesses to report data breaches 
within 72 hours of detection. Given that limited 
window, organizations will need to proactively 
prevent data breaches by changing internal 
reporting structures and processes. 

 Negative impact

Increased obligations for controllers

GDPR creates new and stronger compliance 
obligations for controllers such as keeping 
records of processing activities, privacy by design 
and by default, etc.

 Negative impact

Direct compliance obligations for processors

The Directive did not institute legal compliance 
obligations for processors, but GDPR will. Data 
Protection Authorities (DPAs) may take action, 
apply sanctions, and levy fines directly against 
processors. 

 Negative impact

Consent

Consent is now difficult for organizations to 
obtain and rely upon. GDPR invalidates any 
consent where there is a “clear imbalance” 
between the controller and the data subject.

 Negative impact

Remedies and sanctions

The financial repercussions for non-compliance 
under GDPR has increased to more than $24 
million, or 4% of the liable organization’s annual 
revenue.

 Negative impact

Relationships with other laws

Uncertainty exists regarding the relationship 
between GDPR and other sovereign privacy laws, 
such as the ePrivacy Directive.

Impact unknown 
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Evaluating Risk & Getting Prepared

With pressure to allocate time and resources (both likely limited), organizations should focus their compliance 
activities in the areas of greatest risk .

High-risk activities

• Large-scale processing of sensitive personal data — Sensitive personal data is 
subject to additional protections . 

• Automated profiling — Automated credit card application refusal, tracking 
personal web browsing habits for marketing purposes, as well as online recruiting 
and candidate screening are all considered automated profiling activities . 

• Systematic monitoring is routine tracking of personal data, often an organization 
monitoring its own employees’ information and activities .

• New data processing technologies — New approaches for processing personal 
data can potentially introduce complex data protection compliance risks .

• Security surveillance camera monitoring in public areas — GDPR defines CCTV 
monitoring in public areas as a high-risk activity .

Compliance steps

Perform an impact 
assessment, 
analyzing the risks to 
determine whether 
there are technical 
or operational means 
to reduce them . Ask 
your DPO to consider 
consulting with DPAs 
or those affected .

Medium-risk activities

• Processing sensitive personal data — Almost all organizations process sensitive 
personal data in some form . For companies whose primary business activity 
involves processing sensitive information (e .g ., clinical trials, health claims, 
recruitment, criminal background checks, etc .), the risks are likely greater .

• Processing the personal data of vulnerable individuals — This includes 
information about children and other vulnerable individuals to adhere to GDPR’s 
fairness requirement .

• Large-scale processing of personal data — For organizations like insurance 
or social media companies, risk is unavoidable due to the large number of 
individuals affected by database storage errors or data breaches .

Compliance steps

Consider viable 
approaches for 
reducing risk and 
adopt adequate 
security measures to 
treat any remaining 
risk .

Low-risk activities

• Anonymized data — When personal data has been fully anonymized, then that 
information is no longer considered personal data, and is not subject to GDPR . 
Anonymization is difficult to achieve in most cases .

• Pseudonymised data — When personal data is structured within a pseudonymous 
format, such as when it is “codified,” making direct identification impossible while 
still allowing individuals to be re-identified via a secure key index, then the risk 
associated with processing that data usually reduces . 

• Secure, small-scale processing — For example, this would look like an 
organization processing personal data of its own employees at a single, secured 
location, using strong encryption and adequate security controls, with a clear 
privacy policy and established employee training in place . 

Compliance steps 

Consider every 
processing activity 
that could fall 
into this category . 
NOTE: processing 
activities categorized 
as “low risk” could 
be exempt from 
the 72-hour data 
breach reporting 
requirement .
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BEYOND THE EU

Scope & Requirements

GDPR may not apply to every organization in the world, but it does apply to all organizations established in 
the EU, and many outside of it as well . Regardless of location, all organizations must determine as soon as 
possible if and how GDPR impacts them . 

Who is affected?
• Any organization in the EU is subject to GDPR. GDPR replaces and overrides national laws to 

implement the Directive .

• Any organization outside the EU is subject to GDPR if… it offers products or services to, or monitors 
the behavior of, EU data subjects .

Paradigm shift: introducing the market principle 

GDPR focuses on organizations marketing their products and services in the EU . Contrary to the Directive, 
GDPR does not require a connection, such as an established location or a “means for processing” in the 
EU to apply .

EXAMPLE: 
Having an 
establishment 
in the EU 

Organization A, an oil and gas company headquartered in India, is planning 
the rollout of a consolidated HR database . It also has a branch office in 
Denmark with 50 employees, which will have access to the database . Is 
Organization A subject to GDPR provisions?

Under GDPR, establishment is defined as “effective and real activity through 
stable arrangements .” The legal form of such arrangements makes no 
difference, be it a branch, a subsidiary, or a joint venture operation, for 
example . Thus, the processing activities of the Denmark branch office, 
including its use of the HR database, are subject to GDPR .

Organization A is not subject to GDPR solely by having a Denmark office . 
Rather, the transfer of EU employee data to Organization A under its data 
transfer mechanisms will impose compliance obligations regarding that 
specific data .

EXAMPLE:
Conducting 
Business  
in the EU

Company B is based in the US . It has no operations, employees, or 
subcontractors in other jurisdictions . It sells products and services to persons 
all over the internet, including EU residents . For user-experience purposes, 
Company B processes EU personal data . Is it subject to GDPR?

Yes, since it offers services to and processes personal data of EU residents .
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NEW RULES TO PLAY BY

Revisiting Key Terms from the Directive 

Several definitions that organizations are already familiar with under the Directive remain virtually unchanged 
under GDPR, such as the distinguishing characteristics of a controller, a processor, and personal data . 
However, it is crucial that organizations know exactly how even a small adjustment to the interpretation of 
these terms will impact its business operations . 

• Personal Data is information relating to an identified or identifiable individual .

• Controller is a person or an entity that determines the purposes and means for processing personal 
data .

• Processor is a person or an entity that processes personal data on behalf of a controller . Any entity 
that acts as a processor under the Directive will continue to be a processor under GDPR .

Obligations for Controllers and Processors 

When an organization processes personal data, it is considered to be either a controller or a processor with 
differing responsibilities . GDPR now imposes direct obligations on both controllers and processors, subjecting 
them to rigorous penalties if they fail to comply .

Processors, such as outsourcing service providers, will likely incur significant cost increases for their 
operations as a result of these compliance requirements . These additional costs will likely be passed on to 
controllers and then onward to consumers . Additionally, the negotiation of specific processing agreements, 
which is another requirement, will become more complex as processors treat the terms of an agreement and 
the scope of controller instructions with extra caution .

How to prepare

Any organization acting as a controller or a processor should:

 > Identify all data processing activities pertaining to EU data subjects, per GDPR

 > Understand its responsibilities as a controller or a processor under GDPR

 > Review existing data processing agreement (service contracts) to consider any required 
amendments if you are acting as a processor

 > Implement appropriate technical and organizational means to comply 

 > Ensure that policies, processes, and procedures are in place for identifying, reviewing, 
responding, and reporting data breaches to DPAs (as a controller) or to the controller (as a 
processor)
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EXAMPLE:
Controller or 
processor?

Company C provides payroll processing services to corporate customers 
whose workforces include EU residents . It delivers its services according to 
each customer’s defined process, while also using the collected data for 
benchmarking analysis to help customers compare their payroll information 
with industry averages . Is Company C a controller or a processor?

Both . In this example, Company C is a processor with respect to the payroll 
services it provides to its customers . It’s also a controller by processing 
personal data to conduct benchmarking services .

Processors and the law

Processor requirements and liabilities were previously governed by the processor’s contract with their 
controller . Only in limited situations were claims by data subjects directed at processors .

Processors are now subjected to fines and penalties for breaches under GDPR, including up to the greater 
of $24 million or 4% percent of annual worldwide revenue . Data subjects can now bring litigation for 
compensation directly against processors . Many processors should review and rebuild their approach 
toward data protection and no longer rely solely on contracts with their controller .

EXAMPLE:
Agreements, 
regarding data 
processing

Company X is a controller who wishes to process personal data on the behalf 
of a processor (Service Provider Y) . The Directive already defines a set of data 
processing requirements for Company X, but their existing guidelines will 
have to change under GDPR. How? 

Existing controller processing agreements may likely already contain the 
requirements specified in Article 28(3) of GDPR due to similar interpretations 
within the Directive . However, Company X should:

• Review its standard data processing agreement to determine and confirm 
that it addresses all the requirements specified in Article 28(3) of GDPR

• Revise accordingly
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EXAMPLE:
Changes to 
the controller’s 
instructions

Company A is a controller and wants to process personal data on the behalf 
of a processor (Service Provider B) . The data processing agreement states that 
Service Provider B must follow Company A’s specific processing instructions . 
Service Provider B objects to this language, citing that Company A may change 
its instructions in a manner that costs them significantly more to implement 
and maintain . How should the parties resolve this issue?

This is a common argument between controllers and processors . In many 
cases, the issue can be addressed by including provisions within the 
agreement .
• Service Provider B shall only process relevant personal data per Company 

A’s instructions .

• If Service Provider B cannot comply with a change in Company A’s 
instructions without incurring unreasonable costs, then Service Provider 
B shall: (a) immediately inform Company A with details about the 
problem, and (b) cease processing all the affected data, beyond ensuring 
its safe storage, until they’ve mutually agreed upon revised processing 
instructions .

• Changes to Company A’s processing instructions which may impact 
the parties’ agreed pricing should be subject to change-negotiation 
procedures .

DATA PROCESSING: DRAWING THE LAWFUL LINE
For current and future data processing, organizations that are subject to GDPR must implement appropriate 
measures that ensure data protection by default, not as an after the fact endeavor . Some businesses may 
need to rebuild their data processing activities and respective environments from the ground up . 

Data Protection Principles 

The data protection principles define conditions for which an organization is permitted to process personal 
data . If an organization can neither confirm these principles, nor apply an exemption when processing a given 
set of data, then the act is considered unlawful . 

How to prepare

Organizations must ensure that their data processing adheres to the data protection principles defined 
in GDPR, paying close attention to transparency and data minimization when implementing their data 
processing activities .



WHITEPAPER

A comprehensive guide to understanding and preparing for GDPR 12

The data minimization principle

Most organizations collect personal data and then later decide how they wish to use it . The Directive does 
not allow for this approach, and GDPR tightens the restrictions by requiring that organizations only collect 
data when necessary for a specific, legitimate purpose, having notified EU data subjects .

For online services, a business must not collect personal data such as contact details unless… 

1 . They’re strictly associated with the particular service for which the data was collected .

2 . The data subjects have explicitly chosen to provide their data . 

Due to these new stipulations, many businesses may need to entirely rebuild their data handling process . 

EXAMPLE:
The purpose 
limitation 
principle

A corporate insurance clearinghouse has collected large amounts of personal 
data pertaining to insured data subjects . They now want to combine data 
from its various customers into a single database for competitive pricing 
reasons . Is this GDPR compliant?

No. Personal data collected for one purpose (e .g ., to perform against an 
insurance contract) cannot be used for a new, unrelated purpose (e .g ., 
creating a consolidated database of insured data subjects for reasons of 
price competition) . To comply with GDPR in this scenario, the insurance 
clearinghouse would have to take additional steps such as obtaining 
expressed consent from the affected individuals or anonymizing the 
personal data before creating the database . They also must ensure that the 
anonymization of personal data meets lawful processes . 

Lawful Processing 

Processing of EU data subjects’ personal data is lawful only if allowed under EU data protection law . If a 
controller does not possess a lawful reason for a given data processing activity, and no exemption is applied, 
then that processing is considered unlawful .

How to prepare

A lawful reason for each processing activity is crucial to an organization’s compliance with EU data 
protection law . Organizations should:

 > Review their data processing activities in entirety for each separate activity .

 > Ensure they have a lawful reason for each processing activity, or an exemption .

 > Review existing means for obtaining consent (when it’s the only criteria for processing) to ensure 
it meets GDPR requirements . 
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 > Maintain records of the organization’s assessment of interest (when legitimate interest is the 
criteria for processing) to demonstrate that the organization has considered the data subjects’ 
rights .

The contractual performance criteria

The contractual performance criteria allows personal data processing in two different situations:

 > When processing is necessary for the performance of a contract to which the data subject is a 
party. This may include processing the address of the data subject to deliver purchased products, 
or to complete a payment with credit card details .

 > When initiating or entering into a contract relationship, provided the initiation is at the request 
of the data subject, versus initiated by the controller . For example, if a potential customer 
requests information from a retailer about a specific service or product, the processing of that 
individual’s personal data is allowed for the purpose of responding to their inquiry .

The legitimate interest criteria

The legitimate interest criteria requires balance between the legitimate interest of the controller and the 
rights of the data subject . To determine this balance, the controller must consider the following:

 > The nature of the legitimate interest

 > Impact on the data subject

 > The data subject’s reasonable expectation about the processing of its personal data

 > The nature of the data and how it is processed

 > Safeguards the controller can implement to limit impact on the data subject such as privacy-
enhancement technologies, data minimization, and the right of data subjects to opt out

If processing will interfere with the data subject’s interests, rights, or freedoms, then the organization 
should not rely on the legitimate interest as the basis for this criteria .

Data Subject Consent 

Processing personal data is lawful only if it is permitted under EU data protection law . Each data processing 
activity requires a lawful basis (please see Lawful Processing, pg . 12) . Consent ensures a lawful basis, but is 
subject to the requirements of EU data protection law regarding the nature of the consent . Without having 
a lawful basis, the processing of personal data may incur substantial fines (please reference Sanctions and 
Remedies, pg . 20) .

How to prepare

Any organization that relies on data subjects’ consent as its lawful basis for data processing activities 
must ensure that:

 > They clarify the processing activities for which the data subject is consenting .

 > Data subjects can easily withdraw their consent .

 > Consent is opt-in and voluntary . 
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 > Consent was freely and legitimately given .

Note: Neither silence, inactivity, nor check boxes constitute valid marks of consent.

Consent must be “informed”

The requirement that consent must be informed is to ensure that data subjects understand the risks 
associated with processing their personal data . Information provided to data subjects should include:

 > Identity of the controller (and point of contact/representative) .

 > The purpose for which the data will be processed .

 > All details necessary to enable the data subject to understand the processing in exchange for 
their consent, including any third parties the data may be shared with .

 > The right of access and corrections to their personal data .

 > The right to object to processing .

 > The right to be forgotten .

 > The right to withdraw consent at any time without pressure or obligation .

Clear affirmation

Consent must be provided in the form of clear, affirmative action by the data subject; it cannot be 
obtained from a third party . For example, one individual cannot grant consent to processing another 
individual’s data . There are exceptions, specifically in the case where parents may provide consent on 
behalf of their child .

Consent is something the data subject says or does to affirm that they agree to the processing of their 
personal data . This agreement can use any appropriate form such as a signature, a check box, or a verbal 
consent, but it must be clearly affirmative . Silence, passive position, or the failure to opt out does not 
count as a valid consent under GDPR .

Withdrawal or refusal of consent

Data subjects have the right to refuse consent and to withdraw consent they have previously granted . 
Following withdrawal of consent, organizations must cease data processing activity . 

Rights of Data Subjects 

EU data protection law ensures data subject rights that can be enforced against any organization that 
processes personal data in an unlawful manner . These rights might restrict an organization’s ability to lawfully 
process personal data of data subjects and could significantly impact an organization’s business model .

How to prepare

GDPR extends the existing rights of data subjects as presented in the Directive . It also creates many new 
rights for data subjects . Organizations must:

 > Review these rights and understand the business impact for each new right .
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 > Review communications material to ensure it clearly provides adequate information regarding 
these rights .

 > Ensure that effective processes and systems are in place for organizations to meet these rights .

As the formal GDPR recitals state, a core objective of GDPR is to protect and strengthen the rights 
and freedoms of data subjects . The broadening of data subjects’ rights will likely result in strict 
enforcement . Organizations should plan and implement the following measures to support the 
extended rights of data subjects:

 > Review data processing systems. Organizations must determine the changes to its data 
processing systems to identify and isolate all records of personal data of a data subject . 

 > Update policies. Organizations must determine if their existing privacy policies reflect the 
extended rights of data subjects .

 > Train employees. Organizations must ensure that all employees who process personal data are 
appropriately trained, ensuring that they can recognize and respond to the requests from data 
subjects exercising their rights .

“Legitimate interests” and the right to object

Most organizations rely on “legitimate interest” as a lawful basis for processing personal data . GDPR 
places the burden of proof on the controller to demonstrate a “compelling legitimate reason for the 
processing that overrides the interests, rights, and freedoms of the data subject .”

Many organizations will learn that they can no longer rely on legitimate interests solely as the lawful 
basis for processing of personal data .

The right to be forgotten

The infamous right to be forgotten has attracted a lot of media attention, but the term is often 
misunderstood . The right to be forgotten states that data subjects have the right to request that an 
organization delete their personal data when the retention of that data does not comply with GDPR . In 
many cases, if an organization has a lawful basis for processing of personal data that supersedes the 
individual’s right to be forgotten, then the organization might not be affected .

Cross-Border Transfers 

In today’s business market, it is sometimes critical that data move freely from point A to point B . However, the 
transfer of personal data to recipients outside the EU is generally prohibited, unless:

• The jurisdiction of the recipient’s location is deemed to have adequate levels of data protection .

• The data exporter applies additional, appropriate safeguards to protect the data in motion .

• An exemption applies .

How to prepare

All organizations that engage in cross-border transfers of personal data, such as those using remote 
IT services, cloud-based services, remote-access services, or a global HR database, should perform the 
following:
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 > Review existing and planned business operations .

 > Identify all circumstances for which personal data would be transferred to recipients located 
outside the EU .

 > Ensure that data transfer mechanisms are in place and that each complies with GDPR .

When Personal Data is transferred from the EU to the US, organizations should closely monitor the 
progress of the EU-US Privacy Shield . The EU is highly skeptical of the success of the EU-US Privacy 
Shield process due to its experience with the US Safe Harbor process, which the EU views as inadequate . 
It is anticipated that the EU-US Privacy Shield will draw a lot of worldwide attention due to political 
differences between the US and the EU, as well as litigation around US business GDPR breaches .

In the event that an organization identifies any data transfers that lack a lawful data transfer mechanism, 
the organization should review available options and promptly implement the most suitable mechanism .

The EU-US Privacy Shield

The Commission and the US Department of Commerce have formally agreed on the implementation of 
the EU-US Privacy Shield Framework that shall replace Safe Harbor . The most important changes include:

 > A requirement for companies to delete personal data that no longer serves the purpose for which 
it was collected .

 > A requirement that third-party companies guarantee Privacy Shield comparable protection when 
processing data on behalf of companies that have signed up to the Privacy Shield .

 > Clarifications from the US government that bulk surveillance will be authorized only in 
exceptional circumstances, where targeted collection is not feasible, and will be accompanied by 
additional safeguards to minimize the volume and subsequent access of the data collected (such 
access must be targeted and only permitted for specific purposes) .

 > Clarifications on the Ombudsperson Mechanism . In particular, the US Secretary of State will 
ensure that the Ombudsperson will have the means to ensure that its response to individual 
requests is based on all necessary information .

PLAYING ALONG REQUIRES PROOF

Three Ways to Demonstrate Compliance

GDPR requires organizations to clearly demonstrate their compliance to DPAs . This can be accomplished in 
three ways:

• Impact Assessments: Data Protection Impact Assessments (DPIA, or “ impact assessments”) are 
designed to help organizations preeminently determine risk levels inherent to any new data 
processing, helping organizations address risks before the processing begins .

• DPOs: A Data Protection Officer (“DPO”) is a person formally assigned to ensure that its organization is 
aware and complies with its data protection requirements .
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• Codes of Conduct: Organizations that engage in similar types of processing within comparable 
industries are likely to encounter data protection challenges . Codes of Conduct provide these 
organizations with guidance on industry standards and may help to reinforce the organization’s 
commitment to GDPR compliance . 

How to prepare

Organizations should:

 > Review existing or planned data processing activities and determine which items raise data 
protection compliance risks . Each processing activity (existing or new) that raises such risk should 
be included within an impact assessment .

 > Determine if their core business operations involve, (a) regular and systematic monitoring of data 
subjects on a large scale, and/or (b) processing of sensitive personal data on a large scale . If 
either consideration is true, then organizations should appoint a DPO .

 > Meet with organizations from the same industry sector who carry out similar processing to 
discuss and establish an industry/sector Code of Conduct or revise those that already exist .

GDPR transfer mechanisms

GDPR preserved the existing data transfer mechanisms within the Directive with only minor revisions; 
it also created several new transfer mechanisms for which organizations should be aware . Key changes 
include the following:

 > Under GDPR, many of the existing transfer mechanisms no longer require notification and 
authorization from DPAs . This reduces administrative burden .

 > GDPR introduced several new transfer mechanisms, including DPA certifications, clauses, and an 
exemption based on legitimate interests .

 > Transfer mechanisms including BCRs and Codes of Conduct may increase the harmony as per 
GDPR and become more popular as a result .

There is uncertainty and skepticism from EU Member States regarding the effectiveness of the EU-US 
Privacy Shield Framework . This is expected to face both political and legal challenges .

Comment: conducting an impact assessment

Organizations already familiar with the impact assessment under the Directive will be well prepared for 
GDPR . However, many will not be ready . An impact assessment is a specific review of each processing 
activity, designed to help organizations examine every stage of an activity to identify and address all risks 
involved in advance .

Extensive multi-disciplinary experience is required to guide organizations through an impact assessment 
and achieve confidence that:

 > Material risks are identified. An entity can only comply with GDPR requirements if it has 
identified all risks raised by its processing activities .

 > Appropriate steps were taken to address those risks. For each identified risk, the entity must 
record the steps taken to reduce or eliminate risks to the rights of data subjects .
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EXAMPLE:
Appointing a 
DPO

Under GDPR, Company C is required to appoint a DPO .  
What steps should it take? 

• Analyze the purpose and extent that data processing plays a part of its 
normal business operations . The more personal data that Company C 
processes, the greater their need will be to assign a full-time (versus a 
part-time) DPO .

• Determine whether to appoint an internal or an external DPO . Company 
C should recognize that GDPR protects DPOs from disciplinary action for 
tasks performed as such . The employment laws of some Member States 
give special additional protections to employees appointed as DPOs .

• Adjust the corporate organization structure to ensure the DPO has 
sufficient power and autonomy to fulfill their role requirements .

Codes of conduct, encouragement of seals and certifications 

GDPR encourages the use of seals, certifications, and Codes of Conducts as a way to demonstrate 
compliance . Organizations that comply with an approved Code of Conduct (authored by respective 
associations from relevant data processing industry sectors), or an approved seal or certification, may 
additionally benefit by differentiating themselves from their competitors . 

ELEVATED ENFORCEMENT 

Data Protection Authorities (DPA) 

Data Protection Authorities (DPAs) are appointed by each Member State in the EU to implement and enforce 
data protection law and assist with relevant guidance . As illustrated within the Sanctions and Remedies 
section, DPAs have significant enforcement powers, including the ability to issue substantial fines and 
sanctions . Understanding the role and responsibilities of DPAs is crucial to achieving GDPR compliance .

One-stop shop is the principle that an organization operating in multiple Member States should have a 
lead “DPA” that provides a single regulatory point-of-contact, based on the place of its main establishment . 

How to prepare

The appropriate preparations depend on the nature of the organization’s business:

 > Organizations that operate across multiple Member States must home in on their one-stop shop 
options . 

 > Organizations that only operate in a single Member State (and only process personal data of 
residents of that Member State) are unlikely to notice significant differences in their interactions 
with DPAs .
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The role and function of DPAs

DPAs enforce EU data protection law as well as provide guidance for interpretation of the law . This 
guidance is not legally binding, but helps in understanding the position that DPAs will likely take 
regarding enforcement .

Most organizations may not deal directly with a DPA, except in situations where a complaint has been made 
against that organization or a violation of the law has occurred . When dealing with DPAs, it is important to 
ensure that you have legal advice from those with field experience and are familiar with DPA operations .

EXAMPLE:
Qualifying for 
the one-stop 
shop

Organization X would like to qualify for the one-stop shop (to simplify its EU 
data protection compliance obligations by dealing with a single DPA) . The 
organization is headquartered in New York, and has EU operations in the UK, 
France, Germany, and Spain . Most of its data processing operations are cloud 
based . How can Organization X qualify for the one-stop shop?

It will need to have a “place of main establishment” in the EU (e .g ., a 
headquarters for its operations in the EU, or a location at which it makes 
decisions regarding processing activities in the EU) . If it does not have a place 
of main establishment in the EU, it must continue to deal with the DPA of 
each Member State in which it operates .

Mandated Consistency and Cooperation 

GDPR intends to create a more uniform and harmonized approach for the regulation of data processing 
activities throughout the EU .

How to prepare

Organizations that operate in multiple Member States should:

 > Ensure that they understand the role of the lead DPA and the concept of the one-stop shop .

 > Ensure that they can identify the lead DPA and are familiar with its enforcement approach . 

DPAs still have exclusive jurisdiction to regulate processing of data that only affects their own 
Member State

Under GDPR, where an organization’s data processing activities only affect data subjects in a single 
Member State, only the DPA for that Member State has authority to enforce GDPR against the 
organization . However, multiple DPAs may take regulatory actions against large companies with a widely 
spread EU customer base .

Organizations can minimize the difficulties that arise from dealing with multiple DPAs by ensuring that 
they benefit from the one-stop shop . 
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Data breach reporting

GDPR instituted a 72-hour deadline for reporting data breaches to DPAs . This will likely prove challenging 
for many organizations . As industry security trends illustrate, most organizations only learn the extent 
and cause of a data breach in the first several weeks after a breach is discovered .

In order to comply with GDPR, organizations must:

 > Appoint a person the responsibility to review and report data breaches (the DPO) and provide 
that person with the necessary authority and breadth to investigate data breaches . 

 > Implement concise data breach reporting policies and arm employees with sufficient tools and 
training to identify actual or suspected breaches .

 > Establish a clear escalation procedure for notifying the DPO or other appropriate persons about 
a breach .

 > Prepare data breach reporting letters (templates) such as prepared letters to DPAs and affected 
data subjects to quickly expedite the notification process in accordance with GDPR .

Sanctions and Remedies (Fines) 

GDPR allows DPAs to issue fines for serious infringements up to a maximum of the greater of $24 million or 4% 
of worldwide revenue as measured by the previous full year .

How to prepare

Organizations that process personal data of EU residents should:

 > Review their data processing activities and, where appropriate, carry out impact assessments to 
establish whether there is a risk of material GDPR infringement .

 > Establish necessary policies and processes to meet all privacy requirements such as adequate 
security, complaint handling, data accuracy, breach reporting to DPA and data subjects, impact 
assessments, selection of and instructions between controllers and processors, etc . 

 > Update any current policies regarding personal data as well as related business operations to 
ensure compliance .

Levels of administrative fines

To better unify approaches, DPAs must consider a wider range of factors when deciding whether to 
impose, as well as the amount of, a fine . Thus, DPAs should fully hear data subjects’ claims concerning 
the protection of their personal data processing rights and freedoms, even if it was processed under 
another Member State’s set of laws .

In the event that laws of another Member State apply, the DPA’s powers must be exercised in compliance 
with territorial sovereignty of the other Member State . A DPA cannot impose penalties outside its own 
state .
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GROWING PAINS

National Law Issues 

While GDPR is supposed to harmonize data protection law across the EU, there are several areas where 
GDPR leaves it to Member States to adopt their own national rules . As a result, although GDPR implements a 
more consistent set of data protection compliance requirements across the EU, there are still areas in which 
organizations will face regulatory inconsistencies between requirements from one Member State to another .

How to prepare

Organizations operating in more than one Member State should:

 > Consider all Member States’ laws that may apply to the organization’s operations .

 > Ensure that the organization is familiar with its obligations under the applicable national laws 
that fall outside the scope of GDPR .

GDPR does not bring complete harmonization

GDPR was supposed to harmonize EU data protection law across all Member States . However, it still 
leaves room for differences between Member States in numerous areas . This was inevitable due to the 
existing limits on the EU’s power to legislate over Member States’ internal affairs .

GDPR and Other Laws 

GDPR is the main instrument for governing EU data protection law across all Member States . The Directive, 
which was in effect for nearly 20 years, is directly repealed and replaced by GDPR . However, the relationship 
between GDPR and a number of other laws remains unclear . This uncertainty is likely to be an issue for 
telecom providers in particular .

How to prepare

Organizations such as telecom providers must identify if they are subject to other laws that may conflict 
with GDPR . Industry associations should obtain guidance and clarifications from the European Data 
Protection Board (EDPB) .

Co-existence of the ePrivacy Directive and GDPR

The potential for interpretive variation between the overlapping ePrivacy Directive and GDPR may create 
a legal gray area for stakeholders like telecom providers, consumers, and regulatory bodies . The ePrivacy 
Directive does not clearly define a territorial scope of compliance for telecom providers, limiting its 
jurisdiction to processing “ in the community,” while GDPR also applies to activity that occurs outside of 
the EU . Please reference Beyond the EU (pg . 8) for more information .

GDPR and the ePrivacy Directive assert differing data breach notification requirements:

 > Under GDPR, Controllers have 72 hours to notify the DPA of a data breach under GDPR .
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 > Under the ePrivacy Directive (and Regulation (EU) No . 611/2010), a telecom provider only has 
24 hours to notify the national authority, which could be a DPA or a separate telecom regulator 
depending on the particular laws of the relevant Member State .

GDPR Transitional Period 

This section addresses the two-year period that has passed between GDPR’s publication (April 2016) and its 
enforcement date (May 25, 2018) . 

How to prepare

In advance of May 25, 2018, organizations should have: 

 > Educated and prepared relevant decision makers to deal with GDPR’s call for process 
adjustments . 

 > Combed through and identified necessary amendments for existing processing activities, consent 
mechanisms, data security, privacy policies, etc .

 > Instituted structures to ensure ongoing compliance . 

Status of existing commission and DPA decisions

Under Recital 171 of GDPR, Commission decisions adopted, such as Adequacy Decisions regarding 
transfers to third countries, and authorizations by DPAs based on the Directive remain in force until 
amended, replaced, or repealed .
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SUMMARY 

Time to Comply: A Cheat Sheet

Here is an at-a-glance overview of the topics we have covered in this whitepaper . Use it as an initial reference 
guide when reviewing an existing, or when planning any new data processing function — such as implementing 
a new marketing or HR database, collecting customer information, or transferring data internationally .

GDPR Requirement Activities How to Comply

Is the processing 
considered “fair and 
lawful?”

All processing 
activities

Organizations must ensure their processing activities 
are: “fair” —  sharing with data subjects how and 
why they intend to process their personal data; and 
“lawful”  —  complying with GDPR and other related 
laws .

Are the data protection 
principles satisfied?

All processing 
activities

Organizations must ensure that their processing 
complies with all data protection principles . For 
example, this includes the purpose limitation 
principle, the principle of data minimization, data 
retention, and data security obligations .

Is there a lawful reason for 
processing (non-sensitive) 
personal data?

All processing 
activities

Organizations must ensure there is a lawful reason 
for processing (non-sensitive) personal data for 
every processing activity . For example: Consent, 
legitimate interests, contractual necessity, and 
compliance with legal obligations.

Is there a lawful reason 
for processing (sensitive) 
personal data? 

Processing of 
sensitive personal 
data

Organizations must ensure there is a lawful reason 
for processing sensitive personal data, for example, 
explicit consent, compliance with employment law, 
and necessity for the purposes of legal claims .

Is a lawful data transfer 
mechanism established?

Cross-border data 
transfers 

Organizations transferring personal data outside 
the EU must adhere to cross-border transfer rules . 
Examples of lawful data transfer mechanisms 
include binding corporate rules, permission, and 
model clauses . Transfers can only occur to adequate 
jurisdictions .

Considering other 
sovereign nation data 
protection laws in addition 
to GDPR?

Processing activities 
that are governed by 
the national laws of 
member states

Organizations must determine if their processing 
activities are affected by issues that remain subject 
to national data protection laws such as employment 
law, national security, and rights to free speech .

Must we conduct an 
impact assessment?

All processing 
activities

If a processing activity is likely to incur a risk to the 
rights of data subjects, then the organization should 
conduct an impact assessment to appropriately 
address these risks . 
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ACRONYMS AND TERMINOLOGY
Ad Hoc Clauses are a set of clauses for cross-border data transfers, which require prior approval by a DPA. 

Adequacy Decision is a decision by the European Commission to designate a third country as an Adequate 
Jurisdiction.

Adequate Jurisdiction is one of the following jurisdictions that the commission has deemed as providing 
adequate levels of personal data protection: Andorra, Argentina, Canada, Switzerland, the Faeroe Islands, 
Guernsey, Israel, Isle of Man, Jersey, New Zealand, Uruguay, and the US (organizations certified to EU-US Privacy 
Shield).

Anonymization is a method of cleaning and/or encrypting data so no specific individual can be identified by 
it.

BCRs are Binding Corporate Rules, a set of standards helping corporate groups adhere to lawful cross-border 
transfers.

CFR is the Charter of Fundamental Rights of the European Union (2000/C 364/01).

CJEU is the Court of Justice of the European Union.

Code of Conduct is a code adhered to by an organization, which may provide evidence of compliance with the 
requirements of EU data protection law. 

Commission is the European Commission.

Concerned DPA is a DPA of a Member State, the residents of which are affected by an organization’s data 
processing activities (e.g., if Dutch residents are affected by the relevant processing, then the Dutch DPA is a 
Concerned DPA). 

Consistency Mechanism is the mechanism defined within GDPR which requires DPAs to ensure that they 
enforce GDPR in a consistent manner. 

Controller is the person who determines the purposes and means of processing personal data.

Council is the Council of the European Union.

Cross-Border Data Transfer is a transfer of personal data to a recipient in a country outside the EU or the 
EEA. 

Data Breach is any accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access 
to personal data.

Data Exporter is a controller (or processor) established in the EU that transfers personal data to a data 
importer. 

Data Importer is a controller or processor located in a third country that receives personal data from the data 
exporter. 

Data Protection Principles are the principles that govern the processing of personal data. 

Data Subject is an individual who is the subject of relevant personal data.

Directive is EU Directive 95/46/EC.

http://www.europarl.europa.eu/charter/pdf/text_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML
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DPA is a Data Protection Authority. Each Member State appoints one or more such authorities to implement 
and enforce data protection law in that Member State. 

DPA Clauses is a set of data transfer clauses drawn up by a DPA under GDPR. 

DPO is a Data Protection Officer.

ECHR is the European Convention on Human Rights, an international treaty that advocates for European 
residents’ political freedoms and rights.

EDPB is the European Data Protection Board, an EU body in charge of enacting GDPR, which consists of DPA 
leaders and European Data Protection Supervisors.

EDPS is the European Data Protection Supervisor, a body responsible for ensuring that the EU institutions 
comply with EU data protection law.

EEA is the European Economic Area (which is made up of the 28 Member States, together with Iceland, 
Liechtenstein, and Norway).

ePrivacy Directive is Directive 2002/58/EC (as amended by Directive 2009/136/EC).

Establishment is not specifically defined. The key question is whether there is effective and real exercise 
of activity through stable arrangements. A branch or subsidiary can be an “establishment,” but a traveling 
business person is not likely one.

EU is the European Union.

EU-US Privacy Shield Framework is the mechanism providing a lawful basis for transfers of Personal Data 
from the EU to US organizations that certify to the EU-US Privacy Shield.

Fairness Requirement demands organizations to remain transparent with data subjects about how and why 
they intend to process their personal data.

GDPR is Regulation (EU) 2016/679 (the General Data Protection Regulation).

GDPR Effective Date is May 25, 2018, which is when GDPR enforcement begins. 

Impact Assessment is a Data Protection Impact Assessment, which is a structured review of a particular 
processing activity from a data protection compliance perspective. 

Lead DPA is the DPA for the Member State in which an organization has its main establishment. 

Main Establishment is (a) for a controller, the place of its central administration in the EU (or, if none, the 
place in the EU where its main processing decisions are taken), or (b) for a processor, the place of its central 
administration in the EU. 

Member State is a Member State of the European Union (Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech 
Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, 
Luxembourg, Malta, the Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, and the 
United Kingdom). Following the UK’s submission of a notice of withdrawal under Article 50, the United Kingdom 
will remain an EU Member State until March 29, 2019, unless the European Council extends the negotiating 
period. The UK will become a third country from the date of withdrawal.

Model Clauses are various sets of Standard Contractual Clauses for cross-border data transfers published by 
the commission. 

http://Directive 2002/58/EC
http://Directive 2009/136/EC
http://Regulation (EU) 2016/679
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One-stop shop is the principle that an organization operating in multiple Member States should have a lead 
“DPA” that provides a single regulatory point of contact, based on the place of its main establishment in the 
EU. 

Ombudsperson Mechanism, under the EU-US Privacy Shield Framework, institutes a position that assumes 
responsibility for processing specific policy-related requests coming from the EU. 

Personal Data is information relating to an identified or identifiable individual.

Processing is any operation that is performed upon personal data.

Processor is a person or entity that processes personal data on behalf of a controller.

Profiling is processing for the purposes of evaluating personal data to analyze or predict the behavior of a 
data subject.

Relevant Filing System is any structured set of personal data that is accessible according to specific criteria. 

Safe Harbor is a data transfer mechanism agreement between the US and the EU.

Sensitive Personal Data is personal data revealing race or ethnicity, political opinions, religion or beliefs, 
trade union membership, physical or mental health, sex life, and often includes information around criminal 
convictions as well. GDPR adds genetic data.

Third-Country means a jurisdiction outside the EU or EEA.

WP29 is Working Party Article 29 (EU advisory made up of representatives from national DPAs and EDPS that 
provided significant guidance to the previous Directive). Under GDPR, the WP29 is replaced by the EDPB. 
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